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DETAILED ACTION 



1 . In view of the Appeal Brief filed on 12/1 1/2006, PROSECUTION IS HEREBY 
REOPENED. New grounds of rejection are set forth below. 

To avoid abandonment of the application, appellant must exercise one of the 
following two options: 

(1) file a reply under 37 CFR 1.111 (if this Office action is non-final) or a reply 
under 37 CFR 1 . 1 1 3 (if this Office action is final); or, 

(2) initiate a new appeal by filing a notice of appeal under 37 CFR 41 .31 followed 
by an appeal brief under 37 CFR 41 .37. The previously paid notice of appeal fee and 
appeal brief fee can be applied to the new appeal. If, however, the appeal fees set forth 
in 37 CFR 41.20 have been increased since they were previously paid, then appellant 
must pay the difference between the increased fees and the amount previously paid. 

A Supervisory Patent Examiner (SPE) has approved of reopening prosecution by 
signing below: \#^^' in 




Application/Control Number: 10/002,062 Page 3 

Art Unit: 2134 

Claim Objections 



2. Claim 1 is objected to because of the following informalities: the claim recites the 
limitation "said browser" in line 4. There is insufficient antecedent basis for this 
limitation in the claim. Appropriate correction is required. 



Claim Rejections - 35 USC §112 



3. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

4. Claims 9 and 16 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

5. As to claims 9 and 16, it is unclear from the claim language or the specification 
how the secure transmission of data can be equivalent to securely printing data. 
Additionally, it is unclear how an option can exist to securely transmit data when the 
independent claims already securely transmit that data. In both independent claims 1 
and 12, the image data is encrypted with the public key of the destination web service 
and transmitted to the destination web service. There is not an option to not securely 
transmit data. 
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Claim Rejections - 35 USC § 103 



6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

7. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 148 
USPQ 459 (1 966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 

8. This application currently names joint inventors. In considering patentability of 
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 
the various claims was commonly owned at the time any inventions covered therein 
were made absent any evidence to the contrary. Applicant is advised of the obligation 
under 37 CFR 1.56 to point out the inventor and invention dates of each claim that was 
not commonly owned at the time a later invention was made in order for the examiner to 
consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) 
prior art under 35 U.S.C. 103(a). 
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9. Claims 1-10, 12-16 and 18-21 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over US Patent No. 6,151,675 to Smith in view of US Patent No. 
5,721,908 to Lagarde et al. (hereinafter Lagarde). 

As to claim 1 , Smith teaches: 

a. Accessing a destination web service (dynamic document conversion 
server) (Smith, column 5, lines 34-36). 

Smith uses the Internet to communicate between the user and server, but does not 
expressly mention the use of a browser. However, in an analogous art, Lagarde 
teaches: 

b. Downloading into said browser (Lagarde, column 9, lines 10-11) web 
content associated with said accessed destination web service (Lagarde, column 
10, lines 12-29). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to implement the secure document transmitting of Smith 
with the browser of Lagarde in order to affect web server data access over the Internet 
as suggested by Lagarde (Lagarde, column 1, lines 15-20). 

Smith as modified further teaches: 

c. Downloading a public encryption key into said browser from said accessed 
destination web service (Smith, column 6, lines 28-30, figure 2A and column 3, 
lines 27-32). 
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d. Retrieving image data under control of said browser (Lagarde, column 5, 
lines 16-24), 

e. Encrypting said retrieved image data, wherein said downloaded public 
encryption key is utilized as part of said encrypting step (Smith, column 6, lines 
28-30): 

f. Transmitting said encrypted image data to said accessed destination web 
service (Smith, column 6, lines 31-32). 

g. Decrypting said encrypted image data by said accessed destination web 
service, wherein a private encryption key counterpart of said public encryption 
key is utilized as part of said decrypting step, said private encryption key being 
accessible exclusively to said accessed destination web service (Smith, column 
6, lines 38-40). 

As to claim 2, Smith as modified teaches said retrieved image data is previously 
referenced to a composition associated with said user's identity (Lagarde, column 13, 
lines 34-40). 

As to claim 3, Smith as modified teaches said accessed destination web service 
represents a production device (Smith, column 5, lines 7-13 and figure 1). 

As to claim 4, Smith as modified teaches said production device is a printer 
(Smith, column 5, lines 7-13 and figure 1). 
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As to claim 5, Smith as modified teaches said retrieving comprises accessing 
said user's identity from said destination web service via said web content through an 
imaging extension (Lagarde, column 12, lines 29-39). 

As to claim 6, Smith as modified does not expressly disclose a hard disk. 
However, Official Notice is given that it is well known that modern computer systems 
employ hard disks as secondary memory. 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to implement Smith as modified using a hard disk for 
secondary memory. 

As to claim 7, Smith as modified teaches said image data is contained in a PDF 
file (Smith, column 5, lines 46-56). 

As to claim 8, Smith as modified teaches choosing desired options represented 
by said destination web service through said web content (Lagarde, column 10, lines 
37-41). 

As to claim 9 as best understood by the Examiner, Smith as modified teaches 
securely transmitting data (Smith, column 6, lines 31-32). 
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As to claim 10, Smith as modified teaches creating a print job reflecting said 
desired options, said print job including said image data (Lagarde, column 14, line 62- 
column 15, line 32). 

As to claim 12, Smith as modified teaches: 

a. Accessing a destination web service (dynamic document conversion 
server) (Smith, column 5, lines 34-36). 

b. Download web content from said destination web service to a user's 
browser (Lagarde, column 9, lines 10-11 and column 10, lines 12-29). 

c. Download a public encryption key from said destination web service 
(Smith, column 6, lines 28-30, figure 2A and column 3, lines 27-32). 

d. Encrypt imaging data using said public encryption key as part of 
encryption process (Smith, column 6, lines 28-30). 

e. Transmit said encrypted imaging data to said destination web service 
(Smith, column 6, lines 31-32). 

f. Direct said destination web service to decrypt said encrypted imaging data 
using a private encryption key counterpart of said public encryption key as part of 
decryption process, said private encryption key being accessible exclusively to 
said destination web service (Smith, column 6, lines 38-40). 
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As to claim 13, Smith as modified teaches said imaging data is previously 
referenced to a composition associated with a user's identity (Lagarde, column 13, lines 
34-40). 

As to claim 14, Smith as modified teaches said destination web service 
represents a production device (Smith, column 5, lines 7-13 and figure 1). 

As to claim 15, Smith as modified teaches directing said destination web service 
via said web content to select production options for producing said imaging data by 
said production device (Lagarde, column 14, line 62-column 15, line 32). 

As to claim 16 as best understood by the Examiner, Smith as modified teaches 
securely transmitting data (Smith, column 6, lines 31-32). 

As to claim 18, Smith as modified teaches: 

a. A user's browser (Lagarde, column 9, lines 10-11) operable to encrypt 
image data using a first encryption key as part of the encryption process (Smith, 
column 6, lines 27-39). 

b. Transmitting said encrypted data image (Smith, column 6, lines 27-39). 

c. A destination web service representing a production device (Lagarde, 
column 15, lines 15-22). 



Application/Control Number: 10/002,062 Page 10 

Art Unit: 2134 

d. Said web service operable to download said first encryption key into said 
user's browser (Smith, column 6, lines 28-30, figure 2A and column 3, lines 27- 
32). 

e. Said web service operable to receive said transmitted encrypted image 
data and to decrypt said received image data using a private encryption key 
counterpart of said first encryption key (Smith, column 6, lines 27-39). 

f. A data path interconnection said user's browser with said destination web 
service (Lagarde, column 9, lines 18-26). 

As to claim 19, Smith as modified teaches said production device is a printer 
(Smith, column 5, lines 7-13 and figure 1). 

As to claim 20, Smith as modified teaches said data path is selected from the 
group consisting of hard wired data paths and wireless data paths (Lagarde, column 9, 
lines 18-26). 

As to claim 21 , Smith as modified teaches said first encryption key is a public 
encryption key (Smith, column 4, lines 45-51). 

10. Claims 11, 17 and 22 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over U.S. Patent 6,151,675 to Smith in view of U.S. Patent No. No. 5,721,908 to 
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Lagarde et al. (hereinafter Lagarde) in further view of Applied Cryptography by Bruce 
Schneier. 

As to claims 11,17 and 22, Smith as modified teaches security measures, but 
does not expressly mention the use of a session key. However, in an analogous art, 
Schneier teaches "a hybrid cryptosystem" (page 33, 5 th paragraph) wherein a session 
key is generated that encrypts the data, uses the public key of the recipient to encrypt 
the session key and sends the session key and data to the destination where the private 
key counterpart decrypts the session key and the session key decrypts the data (page 
33, paragraphs 6-9) in order to more effectively use the computer system resources. 

Therefore, it would be obvious to one of ordinary skill in the art at the time of the 
invention was made to institute the session key encryption scheme, as disclosed by 
Schneier, as this better utilizes computer resources. 

Conclusion 

The new grounds of rejection are based on the recommendations of the appeal 
conferees SPE Eddie Lee and Primary Examiner Taghi Arani. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to William S. Powers whose telephone number is 751 272 
8573. The examiner can normally be reached on m-f 7:30-5:00. 



Application/Control Number: 10/002,062 Page 12 

Art Unit: 2134 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Zand Kambiz can be reached on 571 272 381 1 . The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



William S. Powers 

Examiner 

Art Unit 2134 



